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My Cloudfiare Settings Guide

Learn how to first setup your Cloudflare account, select a website, and then navigate
through various settings, analytics, security features, and performance options.
Follow this guide to manage your site effectively.

.  https://www.cloudflare.com 107 steps

1 Visit https://www.cloudfiare.com/

2 ClickLogin
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Click your domain. Example: farhanterubos.com

Domain registration -

Log Explorer
Analytics & logs

Security Center

Account home

Domains Developer Platform Zero Trust

Onboard a domain

Trace | Beta
Filter by: Starred

WAF
Turnstile Domain Status @ Security insights @
Load Balancing

v Active ]
IP addresses -

~ Active 0
Zero Trust

« Active Q
Compute (Workers) - 1- 4 of 4 items

Secrets Store | Mew

Workers for Platforms

Storage & Databases d

Click Overview - Default setting.
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Al Crawl Control

Log Explorer

Analytics & logs

DNS

Email

SSL/TLS

Security

Access

Speed

Caching

Workers Routes

& ~ Active 7 Star Free plan

Overview

farhanterubos.com

menu.

( [B Review Cloudflare fundamentals )

- Unique Visitors

anm

Total Requests

N 6.2k

Click Al Crawl Control - Default setting.

Unique v

2L

Unlock machine learning identification of unblocked attacks, protection against sophisticated bad bots, an

Monitor security and performance for farhanterubos.com. Configure products and services from

24 Hours 7 Days 30Days 11 NOVEMBER — 12 NOV
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[ farhanterubos.com ¢+ Active 7 Star Free plan

Optimize CDN caching and minimize egress costs with Cache Reserve. One-click setup.

E overview

= Crawl Control
Overview
[& Log Explorer -
farhanterubos.com
(& Analytics & logs » . i : i
Monitor security and performance for farhanterubos.com. Configure products and services from
& DNS = menu.
( [E Review Cloudflare fundamentals )
E Email -
[EI SSL/TLS 24 Hours 7Days 30Days 11 NOVEMBER — 12 NOV
U security - Unique Visitors
<) Access
Speed >

Total Requests

Caching - 6_2k

Workers Routes

¢ b =

6 Click Robots.txt: Self Managed. Yes, | chose this one.

ék S Q_ Goto... critk (@ Support & Profile
[ farhanterubos.com <  / Active ¢ Star  Free plan
S Al Crawl Control
e Al Crawl Control i
Analyze and block known Al crawlers from scraping your website.
& Log Explorer - [B Al Crawl Control documentation
Analytics & logs v )
& & Crawlers Metrics Robots.txt
s DNS ~
= Email . £ Nov 1, 2PM (UTC) - Nov 12, 2PM (UTC)
Requests Crawlers Robots.txt
g ssu :
SSL/TLS Le
774 666 108 26 26 0
elf Managed 2
T security - Total Allowed Unsuccessful Total Allowed Blocked
< Access
4’ Q Filter crawlers ] [ Select operator - ] [ Select category hd ] [ Past 24 hours - Show inactive crawlers @
Speed -
a () Crawler Category Requests Action
Cachin hé
’ Meta-ExternalAgent il Allowed: 298
i f\ :
< workers Rounes (@] - Al Crawler o M \iicecssnibeo Allow Block
ClaudeBot Mg 7N Alowed: 247
¥ Rules - O ke Al Crawler | LAV UiSiiceeashul: 20 Allow Block
@ I
Error Pages | New Bytespider /| Allowed: 50
¥ g o ByteDance == A\ Unsuccessfut:1 Allow  Block
©  Network " I
BingBot || Allowed: 26
O MiGfosdtt Search Engine Crawler V2N, Erniosivs g Bl siock
o Traffic -
Googlebot Allowed: 23
B s —_ O Google Search Engine Crawler i R e e
crape Shiel
A
GPTBot A /| Allowed: 10
®  webs (] G Al Crawier N M Unuccesstut: & Allow Block
O Amazonbot

m |
MM | vowed: 7 :
Amazon LIGELEL TV unsuecessfut: o il Block :
& Try out our new sidebar 11

— ChatGPT-User T iyl Allowed: 4 Allau Rinnl 5 A

7 ClickLog Explorer - Default setting.
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[ farhanterubos.com &/ Active
B overview
=T Al Crawl Control
&) -
(@  Analytics & logs -
s DNS -
L Email -
& ssuTLs -
T Security ~
£ Access
47 Speed -
& caching -
<)  Workers Routes
? Rules hé
& Error Pages | New
©  Network
- Traffic ~
[E] Scrape Shield
®  Web3
«
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[ farhanterubos.com <  Active
E] overview
B Al Crawl Control
[ Log Explorer
Log search
o -
s DNS -
! Email -
& ssUTLS -
[ security -
£ Access
4 Speed -
& Caching -
<) Workers Routes
? Rules hé
& Error Pages | New
@  Network
o Traffic ~
El  scrape Shield
®  web3
«

9

¢ Star || Free plan

Al Crawl Control
Analyze and block known Al crawlers from scraping your website,

(B Al Crawl Control documenta

Crawlers Metrics Robots.txt

B Nov 11, 2PM (UTC) - Nov 12, 2PM (UTC)

Requests Crawlers
774 666 108 26
Allowed Total

Total Unsuccessful

Q Goto... crirk @ support & Profile

Robots.txt

26 @ Self Managed ¢

Allowed

0

Blocked

Q Filter crawlers

] [ Select operator

= ] [ Past 24 hours Show inactive crawlers @

- ] [ Select category

(@] Crawler Category Requests Action
A

Meta-ExternalAgent N Allowed: 298 :
(@] - Al Crawler .Y \nisiicEcashils 60 Allow Block. :

ClaudeBot ' Allowed: 247 .
(] ke Al Crawler Unistiocesshal 20 Allow Block H

;i |

Bytespider /| Allowed: 50 .

© bytensnce Al Eraer ) Unsuccessful: 1 Allow  Block :
i [/

BingBot | Allowed: 26 .
O msen e Nosnn/ | Unsuecesstu: 1 el Block i

Googlebot Allowed: 23 :
O ewge Seareh Engine Grawer P = . Allow  Block :

A

GPTBot A il Allowed: 10 :
(] b Al Crawler Jil N\ Unisucesuhili & Allow Block H
()  Amazonbot Al Crawi ML | Atowee:2 Allow  Block ;

Amazon b IWUTULL ) unsuccessful: o :
1 ChatGPT-User T A Alloweds: 4 ____Jh

Click Analytics & logs - Default setting.

Q Geto... critk @ Support & Profile

c Star | Free plan

Log Search

Query and filter Cloudflare logs across your account to assist development, debugging, and troubleshooting.

[ Log Search documentation

Store and explore your logs with Log Explorer

Purchase Log Explorer to store and investigate your Cloudflare logs
directly within the Cloudflare Dashboard or API.

Store Cloudiflare logs without the need to forward them to third parties

Troubleshoot and debug with full, unsampled logs

Create custom dashboards to monitor key metrics

Only pay based on the amount of logs ingested per month

Continue to purchase Log Explorer

Click Web analytics - Default setting.
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Overview

Al Crawl Control

Log Explorer -

Analytics & logs

HTTP Traffic

Security

Performance

Workers

DNS -
Email ¥
SSLITLS ~
Security A
Access

Speed -
Caching -

Workers Routes.
Rules =
Error Pages | New

Network

Try out our new sidebar

¢ Star | Free plan

Analytics & logs

HTTP Traffic

Q Goto... orirk @ support & Profile

Web Traffic Analytics New

Get a better understanding of your website traffic, data transfer, and usage without sacrificing the
privacy of your visitors. Upgrading to Pro also gives you access to the Cloudflare WAF, more
advanced bot mitigation, and Lossless Image Optimization.

Upgrade to Pro

Web Traffic

Previous 24 hours

Requests Bandwidth

Unique Visitors

Requests Through Cloudflare

Total Requests Cached Requests
Previous 24 hours Previous 24 hours

6.2k 1.7k

10 Click Security - Default setting.
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Overview

Al Crawl Control

Log Explorer -

Analytics & logs

Jc Star | Free plan

Want to optimise farhanterubos.com?

Track metrics and receive smart suggestions for how to improve your browser, network and edge performance.

Go to Observatory Not interested

Uncached Requests
Previous 24 hours

4.49k

@®Cached @ Uncached

Q Goto... crisk @ Support & Profile

HTTP Traffic

Web analytics

Core Web Vitals
T — Web Analytics for farhanterubos.com ¢z
NP ——
cLs I N -

@ Print report

Performance

Workers

DNS i
Email A
SSL/TLS Le
Security A
Access

Speed -
Caching -

Workers Routes.

Rules al

Error Pages (New

Network

out our new sidebar

Core Web Vitals m «conooe e

Page load time

4,688ms 7 934% Largest Contentful Paint(LCP)
| " Il ‘l“ N . LCP measures the render time of the largest image or text block visible within the viewport.
S i Gaad Negds.mpreyemeant Poor
10% = 14% =

Visits
17 An25%

URL Browser Operating system Country Element

76% I

@Good @ Needs Improvement @ Poor

A ,M' A A \H\ M, ‘\4\\’\
fwp-admin/admin.ph ..
Page views farhanterubos.com/

80 A 56.86% farhanterubos.com/signup/ - -

farhanterubos.com/hilks/
1 farhanterubos.com/contact-us/

. P B

o 10
Quick Actions

Click Performance - Default setting.

Counts e
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B farhanterubos.com & | Active i Star  Freeplan

N Give us your feedback on this page. Take our 2-minute survey X
E] overview —
&7 Al Crawl Control
@ LogExplorer . Analytics & logs
Security

(©  Analytics & logs

HTTP Traffic

Web analytics Security analytics is changing

Security

Use the new security analytics to get more insights. This current security analytics page will be deprecated by the end of

November.
‘Workers
Go to the new security analytics
& DNS ~
£ Email -
& ssuTLs - 2
Super Bot Fight Mode -
Activate
D security b Block bad bots with Super Bot Fight Mode. Experience Cloudflare's one-click bot mitigation today.
£ Access
4 Speed - Download data b
<) Workers Routes
ol s Threats
ﬁ Error Pages (New Total Threats Top Country Top Threat Type
Previous 24 hours Previous 24 hours Previous 24 hours
© Nowork 1 SG N/A

1

&« Try out our new sidebar ‘ @ Undlassified

12 Click Workers - Default setting.

é £ ¢ Q Goto... crisk

@ Support & Profile

[ farhanterubos.com <  / Active ¢ Star  Free plan

El overview Analytics & logs
BT AlCraw Control Performance
[& Log Explorer -
‘ Origin performance analytics has moved to the Traffic tab, under Argo Smart Routing. Please click here to view!

Analytics & logs

HTTP Traffic

Web analytics Argo Smart Routing

Security Speed Tip: Improve load times, avoid traffic congestion, and reduce bandwidth usage with Argo

Performance Smart Routing. On average, web assets load 30% faster with Argo.
£ Email -
& ssuTis Client HTTP Version Used Bandwidth Saved Content Type Breakdown

Previous 24 hours Previous 24 hours Previous 24 hours
[ security -
£ Access
4 Speed -
0,
& Caching ~ 17 A
<)  Workers Routes
? Rules al
19.05 MB saved

& Error Pages | New 110.8 MB total bandwidth
@

Network
Help » Details » Helph Help» Details b e
«

13 Click DNS. There are common basic DNS records | shared here.
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B farhanterubos.com & | Active i Star  Freeplan

Bl overview Analytics & logs
BT Al Crawl Control Workers
B LogExplorer . Understand how much traffic your Worker is handling and how many requests your domain is getting.

(B Workers analytics documentation )

Analytics & logs

HTTP Traffic
Web analytics Cloudflare Workers

Security Eliminate cold starts by deploying serverless code instantly across the globe to give it exceptional
performance, reliability, and scale.

Performance
‘Workers
- Download data b
£2  Email -
Workers (per zone) Last 24 hours
& ssuTLs -
D security b Subrequests Bandwidth Status Codes Total requests
£ Access
4 Speed - Total requests Cached requests Uncached requests
Last 24 hours Last 24 hours Last 24 hours
£ Caching ~ 0 0 0
<)  Workers Routes
@ Uncached
¥ Rules -
& Error Pages (New
©  Network §
i i e
«
&

14 Click Arecord. Thisrecord's content = your web hosting IP address.

@ Support & Profile

é ¢ Q Geto... critk
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Search DNS Records

= o Frne] o == - -
B Al Crawl Control
(@] Type @ 4~  Name Content Proxy status TTL @ Actions
[ Log Explorer -
(] farhanterubos.com sl Proxied Auto Edit
Analytics & logs -
O -l Proxied Auto Edit b
& DNS
L N
Records @] Z& DNS only 1min Editp
Analytics @] < DNS only 1 min Edit b
Settings
O “@ DNS only 1min Edith
£ Email ¥,
(] <@ DNS only T min Edit b
& ssUTLS -
(] <. DNSonly 1min Edit b
T security -
Q <@ DNSonly 1min Edit p
£ Access
O “@. DNS only 1min Edith
Speed hd
¥ s (] “@. DNS only T min Edit b
Cachil -
8 (Caching O <. DNSonly 1min Edit b
Workers R
D iwoisoines Q <@ DNSonly 1min Edit p
Y Rules ” O -l Proxied Auto Edith
& Error Pages (e @) MX farhanterubos.com (1) DNs only 1 min Edit b
Q Network (] DNS only 1 min Edit b
R et ¥ (] TXT _dmarc "v=DMARCT;p=none;sp... DNS only 1 min Editp
= = O DNS only Thr Eu.ue
«
(] MRIC Anlr 1 i Ci

15 Click MX. Thisis useful to send email using our domain email e.g. support@far
hanterubos.com
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E] overview o /-‘ SNy r =
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<) Workers Routes o DNS only 1hr Edit b
¥ Rules 2 0 DNS only 1 min Edit b
£ ErrorPages |New O DNS only 1min Edit b
©®  Network o DNS only 1min Edith
«f  Traffic - o DNS only 1 min Edit b
P e @] TXT farhanterubes.com "v=spflinclude:spf.stac... DNS only 1 min Edith e
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16  Click TXT. DMARC is an email authentication protocol to improve email deliver
y successrate.
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B overview @] <@ DNSonly 1 min Edit b
& Al Crawl Control O “@ DNS only 1min Edith
B LogExplorer - @] . DNS only 1 min Edith
@ Analytics & logs = O @, DNS only 1 min Edit b
& ONs (] @ DNS only 1 min Edit b
Records O “@. DNS only 1min Edith
AShEeS O “@. DNS only 1min Edit b
e ] @ DNS only 1 min Edit b
o Email -
= O @ DNS only 1 min Edit b
&S ) (] @ DNS only 1 min Edit b
T ’ O -l Proxied Auto Edith
© oo (] MX farhanterubos.com @ DNS only 7 min Edit b
47 b . O DNS only 1 min Edit b
- e ' (@] _dmarc "v=DMARC1;p=none;sp... DNS only 1 min Editp
O worersfoues @] DNS only 1hr Edith
L ' @] DNS only 1 min Edit b
£ et Feces N @] DNS only 1 min Edit b
@ ek O DNS only 1 min Edit b
et N (] DNS only 1 min Edit b
P O TXT farhanterubos.com "y=spflinclude:spf.stac... DNS only 1 min Editp e

« Try out our new sidebar !
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17 Click TXT. SPFis an email authentication protocol to improve email delivery su
ccessrate.
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B Al Grawl Control @) “@ DNS only 1 min Edith
B  Log Explorer - Q < DNS only 1 min Edit b
(& Analytics & logs - O %@ DNS only 1 min Edit b
& DNS Q <@ DNSonly 1min Editp
Records @] “@. DNS only 1 min Edit b
Analytics
) (@] sl Proxied Auto Edit b
Settings
= Email = O MX farhanterubos.com mx.stackmail.com @ DNS only 1 min Editp
8 ssutis - (@] DNS only 1 min Edit p
O TXT _dmarc "v=DMARC1;p=none;sp... DNS only T min Edit b
T Security -
DNS onl: Thr Edit b
£ Access o y !
O DNS only 1 min Edith
4 Speed -
O DNS only 1 min Edith
& Caching ~
(@] DNS only 1 min Edit p
<) Workers Routes
O DNS only 1 min Edit b
¥ Rules -
(@] TXT farhanterubos.com "v=spflinclude:spf.stac... DNS only 1 min Editp
£ Error Pages | New
O DNS only 1 min Edith
©  Network
(@] TXT may2025._domain... "v=DKIM1;k=rsa;h=sha... DNS only 1 min Editp
«  Traffic -
[E] Scrape Shield
Cloudflare Nameservers
@ wen?
= Every DNS zone on Cloudflare is assigned a set of Cloudflare-branded nameservers.

« Try out our new sidebar

18  Click TXT. DKIMis an email authentication protocol to improve email delivery s
uccessrate.

Q Geto... critk @ Support & Profile
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ET Al Crawl Control @] -l Proxied Auto Edit b
& Log Explorer o O MX farhanterubos.com mx.stackmail.com @ DNS only 1 min Edit b
(@  Analytics & logs - (@] DNS only 1 min Edit p
s DNS O TXT _dmarc "v=DMARCT;p=none;sp... DNS only 1 min Editp

REconts @) DNS only 1hr Edith

Analytics

Settings O DNS only 1 min Edit b
2 Email - O DNS only 1min Edith
& ssuTLs = O DNS only 1 min Edit b
U security . (@] DNS only 1 min Edit b
£ Access (] TXT farhanterubos.com "v=spflinclude:spf.stac... DNS only 1 min Edit b
4 speed . O DNS only 1 min Edit b
& caching = O may2025._domain... "wv=DKIM1;k=rsa;h=sha... DNS only 1 min Editp
<) Workers Routes
¥ pules . Cloudflare Nameservers

Every DNS zone on Cloudflare is assigned a set of Cloudflare-branded nameservers.

& Error Pages (New

®  Network Type Value

o Traffic - NS george.ns.cloudflare.com
El  scrape Shield NS kiki.ns.cloudflare.com

« Try out our new sidebar

19 Click Analytics - Default setting.
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El overview (] -afls+ Proxied Auto Edit b
BT Al Crawl Control (@] MX farhanterubos.com @ DNS only 1 min Edit b
[& Log Explorer - (@] DNS only 1 min Editp
(@  Analytics & logs - (@] TXT _dmarc "v=DMARCT;p=none;sp... DNS only 1 min Edit b
& DNs (] DNS only Thr Edit b
O DNS only 1 min Edit b
Setings (@] DNS only 1 min Editp
2 Email - O DNS only 1min Edith
& ssuts - (@] DNS only 1 min Edit b
U Security - O TXT farhanterubos.com "v=spflinclude:spf.stac... DNS only 1 min Editp
it Ve (@] DNS only 1 min Editp
4{ a0 O TXT may2025._domain... "v=DKIM1;k=rsa;h=sha... DNS only 1 min Editp
pee L
& Caching ~
Cloudflare Nameservers
<) Workers Routes
Every DNS zone on Cloudflare is assigned a set of Cloudflare-branded nameservers.
? Rules L
£ Error Pages | New Type Value
@  Network NS
«f  Traffic - NS
=

« Try out our new sidebar

20 Click Settings - Default setting.

é& S Q_ Goto... critk @ Support & Profile
[ farhanterubos.com < / Active ¢ Star  Free plan
E] overview DNS
BT Al Crawi Control Analytlcs
B Log Explorer . Analyze DNS queries for farhanterubos.com
[E DNS analytics documentation
Analytics & logs -
s DNS o
DNS queries for farhanterubos.com @ Print report Download data P
Records
£ Email b
Query overview ©
& ssUTLS ~
Queryname @  Querytype Response code Datacenter SourceIP Destination IP
[ security -
® www.farhanterubos.
©  Access ® by.fart .co ® step. ubos. com.cdn.cloudflare. ® wwuw.farhanterubos.
4 Total ® farhanterubos.com m com net com
Speed -
3.71k 3.32k 160 10 60 60
& Caching ~
<) Workers Routes —
? Rules = 8
140
> Error Pages | New =
£ 120
® Network Ewo
H 5
o} Traffic - ? L \
ta
(= TP &
40
« A AN L AN
20 m \ /\ A f\ A A A A X /\ AN )

21 Click Email - Default setting.
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« Try out our new sidebar

¢ Star

DNS

Free plan

Settings
Manage DNS-specific settings for your domain.

(B DNS documentation

DNSSEC

DNSSEC uses a cryptographic signature of published DNS records to protect your domain against
forged DNS answers.

Q Goto... otk

@ Ssupport

A& Profile

Multi-signer DNSSEC

Multi-signer DNSSEC allows Cloudflare and your other authoritative DNS providers to serve the
same zone and have DNSSEC enabled at the same time.

Help »

Multi-provider DNS

Multi-provider DNS F allows domains using a full DNS setup F to be active on Cloudflare while
using another authoritative DNS provider in addition to Cloudflare. Also allows the domain to serve
any apex NS records added to its DNS configuration at Cloudflare.

Help »

Email Security

22 Click DMARC Management - Default setting.
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[& Log Explorer -
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4 Speed -
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5> Error Pages | New
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Email

Email Routing

Create custom email addresses to use whenever you do not want to share your primary email address.

Email routing documentation 7

domain.

23 Click Email Security - Default setting.

Q Goto... crisk

@ Support

Private by design. We don't store or look into your emails.

Straightforward and free. Anyone can create addresses for their

Delivered to your preferred mailbox. Route to the mailbox you
use the most, like Gmail or Outlook.

2 Profile
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Email

DMARC Management e

Track third parties who are sending emails on your behalf.

Enable DMARC Management

(8 DMARC management documentation )

Identify and track third-party senders who send emails on your
behalf.

Prevent email spoofing & email phishing. Get insights from
reports and modify DNS records.

Review deli ility reports for View the DMARC
pass and fail rate for each source.

24 Click SSL/TLS
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[ farhanterubos.com < Active

El overview
B Al Crawl Control
[ Log Explorer -
Analytics & logs -
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£2  Email
Email Routing
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[Email Security
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[ security -
£ Access
4 Speed -
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? Rules hd
> Error Pages | New
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o Q Geto... critk @ Support
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Email

Cloudflare Email Security

Secure your email inboxes with API-first email security. Preemptively block phishing attacks, malware, Business Email Compromise, vendor
email fraud.

B Email Security documentation

Launch Zero Trust Email Sec Launch Area 1dashboard

= Stop phishing attacks before damage.

Proactively hunt for attacker and discover email fraud attempts.
= Fits into any email security stack.

Deploy in minutes without any hardware, agents, or appliances.
» DMARC Management.

Set up DMARC Management to see and manage who sends

emails from your domain.

25 Click here: Full

A Profile
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& Q Goto... crirk ‘ B Add‘ @ support & Profile

Star | | Free plan

SSL/TLS
Overview

Choose how Cloudflare encrypts traffic between your visitors and Cloudflare, and between Cloudflare and your origin server, to prevent data theft and
other tampering.

SSL/TLS documentation (7

Advanced Certificate Manager

Unlock more control and flexibility for your Certificates and SSL/TLS settings
Activate

SSL/TLS encryption

Current encryption mode: Full

The encryption mode was last changed 6 months ago.
Automatic mode disabled 6 months ago.

r— / ‘\\
—@— (£22) @~
\_ Cloudfiare /
Browser NS Origin Server

Traffic Served Over TLS e

Last 24 hours

26 Click Edge Certificates
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Overview

Al Crawl Control

Log Explorer

Analytics & logs

DNS

Email

SSL/TLS

Overview

Client Certificates

Origin Server

Custom Hostnames

Security

Access

Speed

Caching

Workers Routes.

Rules

Error Pages | New

Network

v Active

Try out our new sidebar

I Q Goto.. ewk |+ Add| @ Support 3 Profile

Star | Free plan

SSL/TLS
Overview

Choose how Cloudflare encrypts traffic between your visitors and Cloudflare, and between Cloudflare and your origin server, to prevent data theft and
other tampering.

SSL/TLS documentation (7

Advanced Certificate Manager

Unlock more control and flexibility for your Certificates and SSL/TLS settings
Activate

SSL/TLS encryption

Current encryption mode: Full

The encryption mode was last changed 6 months ago.
Automatic mode disabled 6 months ago.

- ~ \\
( £
—@- (#) -~
\_ Cloudflare
Browser S~ / Origin Server

Traffic Served Over TLS e

Last 24 hours

Click here: On
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connection between clients and the Cloudflare network.

Activate Advanced Certificate Manager [ to configure Cipher Suites.

Q, Goto... ctisk

@ support & Profile

APy Helpp
Always Use HTTPS
Redirect all requests with scheme "http” to “https”. This applies to all http requests to the
zone.
This setting was last changed 2 years ago
APy Help»

HTTP Strict Transport Security (HSTS)
Enforce web security policy for your website.

Status: On

Max-Age: 6 months (Recommended)
Include subdomains: On

Preload: Off

This setting was last changed 2 months ago

Change HSTS Settings

APl p Helph

Free plan

connection between clients and the Cloudflare network.

Activate Advanced Certificate Manager 2 to configure Cipher Suites.

Q Geto... crisk

APy Helpp
Always Use HTTPS
Redirect all requests with scheme “http” to “https". This applies to all http requests to the
zone.
This setting was last changed 2 years ago
APl p Helpp

@ Support & Profile

HTTP Strict Transport Security (HSTS)
Enforce web security policy for your website.

Status: On

Max-Age: 6 months (Recommended)
Include subdomains: On

Preload: Off

This setting was last changed 2 months ago

Change HSTS Settings

APl » Helpp

29 Clickhere:TLS1.2
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HTTP Strict Transport Security (HSTS)
Enforce web security policy for your website.

Status: On

Max-Age: 6 months (Recommended)
Include subdomains: On

Preload: Off

This setting was last changed 2 months ago

Q, Goto... ctisk

AP} Helph

Minimum TLS Version

Only allow HTTPS connections from visitors that support the selected TLS protocol
version or newer.

TS 1.2

@ support & Profile

APl p Helph

Opportunistic Encryption

Opportunistic Encryption allows browsers to benefit from the improved performance of
HTTP/2 by letting them know that your site is available over an encrypted connection.
Browsers will continue to show “http” in the address bar, not “https”.

Create a Configuration Rule to customize these settings by hostname.

API» Helpp

Free plan

HTTP Strict Transport Security (HSTS)
Enforce web security policy for your website.

Status: On

Max-Age: 6 months (Recommended)
Include subdomains: On

Preload: Off

This setting was last changed 2 months ago

Q Geto... crisk

inge HSTS Settings

AP} Helph

Minimum TLS Version

Only allow HTTPS connections from visitors that support the selected TLS protocol
version or newer.

TS

APl p Helph

Opportunistic Encryption

Opportunistic Encryption allows browsers to benefit from the improved performance of
HTTP/2 by letting them know that your site is available over an encrypted connection.
Browsers will continue to show “http” in the address bar, not “https”.

Create a Configuration Rule to customize these settings by hostname.

APIp  Helph

@ Support & Profile
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version or newer.
B overview

BT Al Crawi Control APl Help »
[& Log Explorer -
@ Analytics &logs b Opportunistic Encryption
& DNS - Opportunistic Encryption allows browsers to benefit from the improved performance of
HTTP/2 by letting them know that your site is available over an encrypted connection.

£2  Email a Browsers will continue to show “http” in the address bar, not “https”.
& ssuTLs Create a Configuration Rule to customize these settings by hostname.

Overview

Edge Certificates

Client Certificates APl p Helpp

Origin Server

Custom Hostnames

U security - TLS 1.3
£ Access Enable the latest version of the TLS protocol for improved security and performance.
4 Speed -
a API» Helpp
Caching -
<) Workers Routes
¥ Rules - Automatic HTTPS Rewrites
& Erorp. Automatic HTTPS Rewrites helps fix mixed content by changing “http” to “https” for all
rror Pages « New
& resources or links on your web site that can be served with HTTPS.
9

Network ( )|
Create a Configuration Rule to customize these settings by hostname. e

« Try out our new sidebar

32 Clickhere:On
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22 ¢ Q, Geto... cuik

[ farhanterubos.com < / Active ¢ Star  Free plan

g overvi HTTP/2 by letting them know that your site is available over an encrypted connection.
verview
Browsers will continue to show “http” in the address bar, not “https”.
B Al Crawl Control
Create a Configuration Rule to customize these settings by hostname.

[& Log Explorer -

Analytics & logs -

APl » Help»

sk DNS ~
£ Email »
& sSUTLS TLS1.3

Overview Enable the latest version of the TLS protocol for improved security and performance.

Edge Certificates

Client Certificates APl p Help »

Origin Server

‘Custom Hostnames
U security % Automatic HTTPS Rewrites
£ Access Automatic HTTPS Rewrites helps fix mixed content by changing “http” to “https” for all

resources or links on your web site that can be served with HTTPS.
4 Speed -
Create a Configuration Rule to customize these settings by hostname.
& Caching ~
<) Workers Routes
¥ Rules - APIp Help b
> Error Pages | New
©  Network Certificate Transparency Monitoring ' se
Receive an email when a Certificate Authority issues a certificate for your domain.

«

33 Click Client Certificates - Default setting.
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Overview

Al Crawl Control

Log Explorer

Analytics & logs
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SSL/TLS

Overview

Edge Certificates

Custom Hostnames

Security

Access

Speed
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Workers Routes.
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Automatic HTTPS Rewrites

Automatic HTTPS Rewrites helps fix mixed content by changing “http” to “https” for all
resources or links on your web site that can be served with HTTPS.

Create a Configuration Rule to customize these settings by hostname.

APl p Help»

Certificate Transparency Monitoring gt

Receive an email when a Certificate Authority issues a certificate for your domain.

Help b

Disable Universal SSL

- Disabling Universal SSL removes any currently active Universal SSL certificates for your

zone from the edge and prevents any future Universal SSL certificates from being

ordered. If there are no dedicated certificates or custom certificates uploaded for the
domain, visitors will be unable to access the domain over HTTPS.

Rules = Help b
Error Pages (New
Network e
[ Try out our new sidebar Support | System Status | Careers | TermsofUse | Report Securitylssues | Privacy Policy Cookie Preferences @ 2025 Cloudflare, Inc.
Click Origin Server - Default setting.
I Q Goto.. awk |+ Add| @ Support 3 Profile
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Overview
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Client Certificates

Custom Hostnames
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Speed
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Rules
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v Active Star Free plan
SSL/TLS
Client Certificates
- Create client certificates using Cloudflare public key infrastructure (PKI).

Client certificates documentation 7

- Advanced Certificate Manager

Unlock more control and flexibility for your Certificates and SSL/TLS settings

Activate

Client Certificates

Secure and authenticate your APls and web applications with client certificates.

Block traffic from devices that do not have a valid client SSL/TLS certificate with mTLS
Create Certificate
rules.

Choose which host(s) you wish to enable mTLS

None Edit

Certificate Subject Authority Expires On Status

No Client Certificates Created

[ Try out our new sidebar E

Click Custom Hostnames - Default setting.

a
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B overview

T Al Crawl Control
[ Log Explorer o
(@ Analytics & logs -
s DNS -
E Email -
& ssuTLs

Overview

Edge Certificates

Client Certificates

Origin Server

[ security -
< Access

4 Speed -
& Caching ~

{) Workers Routes
¥ Rules ~
& Error Pages | New

©  Network

& [ Try out our new sidebar

Origin server SSL/TLS documentation

Advanced Certificate Manager

Unlock more control and flexibility for your Certificates and SSL/TLS settings

Activate

ficates

Origin Cer

Generate a free TLS certificate signed by Cloudflare to install on your origin server.

Origin Certificates are only valid for encryption between Cloudflare and your origin

server.
Hosts Expires On
No Certificates.
Helpp
Authenticated Origin Pulls
TLS client certificate presented for authentication on origin pull.
Configure expiration notification for your certificates here.
APl » Help»

Support | System Status | Careers | TermsofUse | ReportSecuritylssues | Privacy Policy (ZB3 Cookie Preferences @ 2025 Cloudflare, Inc. E

36 Click Security - Default setting.
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El overview

BT Al Crawl Control
[ LogExplorer o
(@ Analytics & logs -
s DNS -
E Email -
& ssuTLS

Overview

Edge Certificates
Client Certificates
Origin Server

Custom Hostnames

0 :
£ Access

4 Speed -
& Caching -

{) Workers Routes

7 Rules i
&> Error Pages (New

®  Network

« Try out our new sidebar

37 Click Analytics

SSL/TLS
Custom Hostnames
Extend the security and performance benefits of Cloudflare’s network to your customers via their own custom or vanity domains.

Cloudfiare for SaaS documentation 7

Advanced Certificate Manager

Unlock more control and flexibility for your Certificates and SSL/TLS settings
Activate

Custom Hostnames

Enable Cloudflare for Saa$ to extend the benefits of the Cloudflare network to
customers using your service!

Cloudflare for SaaS gets your customers:

Vanity domain support le Cloudflare for SaaS

TLS certificate provisioned

Built-in DDoS Mitigation

Bot Management and Firewall Rules (add-ons)
And more!

Get started today with 100 custom hostnames included at no-charge.

AP} Helph

- Default setting.
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Overview

Web assets

Security rules

Settings _—— .. Custom rules Detection tools Overrides Detection tools
Web application exploits ) ; & DDoS attacks 3
0 active 2/2 running o 2/2 running
£ Access
4 Speed o Quick links Suggestions (0) View Al Quick links Suggestions (0) View All
& Caching v Manage custom rules v Manage DDoS overrides ¢
- ° No suggestions for this module - ° No suggestions for this module
) Workers Routes Settings N B
? Rules =i
. Bot events Detection tools Endpoints Detection tools
& Erorpages @ (3 Bottraffic X @ APlabuse i
0 0/2 running 0 1/1 running
©  Network
Quick links Suggestions (2) View All Quick links Suggestions (1) @
«
e
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[ farhanterubos.com <« Active
E] overview
Ef Al Crawl Control
[ Log Explorer -
Analytics & logs -
& DNS -
2 Email -
SSL/TLS -
Security
Overview
Analytics
Security rules
Settings
£  Access
4 Speed -
& Caching -
<)  Workers Routes
? Rules A
&> Error Pages | New
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o] Q Goto... crirk @ support

Y Star | | Free plan

Security
Overview

Quickly identify security action items and view the security posture of your domain.

(8 Security Overview documentation ) (" ® Video guide ) (" Dashboard tour )

Traffic last 24 hours

Total Requests

5.38k 11772% 1

Security categories All Suggestions

fc Star | Free plan

Security
Analytics

Analyze incoming HTTP requests for your domain and learn how malicious traffic is mitigated by Cloudfiare.
Cloudflare-proxied hostnames . Subrequests from Cloudflare Workers are not included.

Only inclucies data onh end-user traffic to your

(8 Security analytics documentation ) (" ® Video guide ) (_  Dashboard tour )

Traffic Events

¥ Suspicious activity (0)

Review suspicious requests identified by the Cloudflare detections you have enabled.

& There are no suspicious activity filters to display at this time.

Continue monitering request traffic and events manually to identify
suspicious activity.

+ Create custom security rule

Request activity

Number of requests mitigated and served by Cloudflare

View how much traffic was blocked or challenged by Cloudflare's security tools, and identify whether traffic was served from Cloudflare's global network or the origin server (3.

Al Country Source browser Source operating system  Source device type  Source IP
Total @ Mitigated by Cloudflare ® Served by Cloudflare ® Served by

Click Security rules - Default setting.

& Profile

Previous 24 hou
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Security

Web assets

Discover your web assets and instruct Cloudflare how to best protect them. To manage content security rules (previously known as Page Shield policies), go to the
security rules dashboard.

[8 Web assets documentation

Endpoints Schema validation Client-side resources Upgrade

Endpints

Secure your API endpoeints and get recommendations and insights about your endpoint
usage.

No endpoints added. Add endpoints to get security
recommendations and gain insights into usage.

40 Click DDoS protection - Default setting.
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Security

Security rules

Secure your domain with security actions that run on incoming requests. Configure both Cloudflare’s managed rules and your own custom security rules. You can
build custom security rules from scratch or use templates to help you get started.

(8 Security rules documentation ) (5 Traffic sequence )

DDoS protection|

Security rules

Show all rule types Status ¥

Go to detection settings

- ] [ Q Search by id or rule name

Custom rules 0/5 used Create rule
No Custom rules created

Rate limiting rules 01 used Creste rule Go to web application exploits settings
No Rate limiting rules created

Go te web application exploits settings.

Managed rules O active Upgrade to Pro

No Managed rules created

Click here - Default setting.
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B overview Security
=T Al Crawl Control Secunty I‘U|eS
B  Log Explorer - Secure your domain with security actions that run on incoming requests. Configure both Cloudflare’s managed rules and your own custom security rules. You can
build custom security rules from scratch or use templates to help you get started.
@ Analytics & logs - (8 Security rules documentation ) (_ 5 Traffic sequence )
& DNS el ; g
Security rules DDoS protection
£2  Email &
& ssyms - Network-layer and SSL/TLS DDoS attack protection
D Security Rulesets managed by Cloudflare that automatically mitigates SSL/TLS-based and Network-layer DDoS attacks. Only Magic Transit
and Spectrum customers on an Enterprise plan can create overrides for these rulesets.
Overview
Analytics DDos Mitigation ~ Always active
Web assets Ruleset Deseription
Security rules SSL/TLS DDoS attack protection Automatic mitigation of SSL/TLS based DDoS attacks and encryption-based Active
Settings attacks such as DDoS attacks, SSL exhaustion floods, and SSL negetiation
attacks.
£ Access
Network-layer DDoS attack protection Automatic mitigation of network-layer DDoS attacks such as ACK floods, Active
4 Speed e SYN-ACK amplification attacks, UDP attacks, ICMP attacks and DDoS attacks.
launched by botnets such as Mirai
& Caching ~
<» workers Routes HTTP DDaS attack protection
V Rules - Ruleset managed by Cloudflare that automatically mitigates HTTP-based DDoS attacks. HTTP DDoS attack protection is always enabled. To
customize the ruleset behavior, create a DDoS override.
& Error Pages | New
DDoS override 0active Create rule
©  Network
No DDos override created
«

42 Click Settings - Default setting.
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E] overview Security
=T Al Crawl Control SeCUI‘Ity I‘U|eS
B Log Explorer - Secure your domain with security actions that run on incoming requests. Configure both Cloudflare’s managed rules and your own custom security rules. You can
build custom security rules from scratch or use templates to help you get started.
(@ Analytics & logs - (8 Security rules documentation ) (_ 5 Traffic sequence )
& DNS el ; g
Security rules DDoS protection
£ Email -
& ssuTLs - Network-layer and SSL/TLS DDoS attack protection
U security Rulesets managed by Cloudiflare that automatically mitigates SSL/TLS-based and Network-layer DDoS attacks. Only Magic Transit
and Spectrum customers on an Enterprise plan can create overrides for these rulesets.
Overview
Ana\y\ics Always active
Web assets Ruleset Description
Secuntyes SSL/TLS DDoS attack protection Automatic mitigation of SSL/TLS based DDoS attacks and encryption-based Active
attacks such as DDoS attacks, SSL exhaustion floods, and SSL negetiation
attacks.
£ Access
Network-layer DDoS attack protection Automatic mitigation of network-layer DDoS attacks such as ACK floods, Active
4 speed by SYN-ACK amplification attacks, UDP attacks, ICMP attacks and DDoS attacks.
launched by botnets such as Mirai
& Caching ~
<» workers Routes HTTP DDoS attack protection
¥ Rules ) Ruleset managed by Cloudflare that automatically mitigates HTTP-based DDoS attacks. HTTP DDoS attack protection is always enabled. To
customize the ruleset behavior, create a DDoS override.
& Error Pages | New
DDoS override 0 active Create rule
@

Network
No DDoS override created
«

43 Click here - Default setting.
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Q Goto... ctisk

B overview Security
=T Al Crawl Control Settl ng S
B LogExplorer v Settings and tools used to customize and enhance Cloudflare's detections and your domain's security posture.

. [B Settings documentation
© Analytics & lags .

@ support & Profile

Domain settings Q Search

& DNS il Filter by: Web application exploits ~ DDoS attacks ~ Bottraffic ~ APlabuse | Client side abuse
& Email v Web assets and endpoints ~ Rule templates Detection tools
& ssu/TLs -
D security
Overview . . -
New application security dashboard
Analytics
Web assets To return to the previous version of application security dashboard, set the ‘New
SacUines application security dashboard’ toggle to off. The previous dashboard experience is only
2 available for a limited time.
Settings
Learn more about the new experience Feedback
£ Access
€ General £ Dashboard version
4 Speed -
& Caching ~
<) Workers Routes
Al Labyrinth ‘gea @
¥ Rules -
Al Labyrinth modifies your web pages by adding nofollow links that contain Al-generated
& Error Pages | New content to disrupt bots ignoring crawling standards. The nofollow links added do not alter
the contents of your web pages and are only visible to bots.
©  Network
& General £ Bot traffic
«

44  Click here - Default setting.
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Client side abuse

Q Goto... crisk

@ Support & Profile

Domain settings Q, Search

Evaluate HTTP headers from your visitor's browser for threats. If a threat is found a block

Specify the length of time that a visitor, who has successfully completed a Challenge

El overview Filter by: Web application exploits ~ DDoS attacks ~ Bottraffic = APlabuse
=] Al Crawl Control Web assets and endpoints  Rule templates | Detection tools
[& Log Explorer -
©  Analytics & logs - JS Detections: On

DNS ~
& ) Bot traffic @ DDos attacks
£ Email -
&  ssUTLS -
D security . o

Browser integrity check @
Overview
Analytics ; y
B page will be delivered.
Web assets X
) Create configuration rule

Security rules S ===

Settings
© Access Configurations
4 speed - AP
& Caching ~

@ General © DDos attacks
<) Workers Routes
? Rules =
&> Error Pages | New
Challenge passage [E
®  Network
- (Javascript Challenge, Interactive Challenge or Managed Challenge), can access your

«

45 Click here - Default setting.

website. When the configured timeout expires, the visitor will be issued a new challenge.
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@ support & Profile

Overview Filter by: Web application exploits ~ DDoS attacks ~ Bottraffic = APlabuse | Clientside abuse = Domain settings Q, Search
Al Crawl Control Web assets and endpoints  Rule templates | Detection tools
Log Explorer -
Analytics & logs - Create certificate
DNS L @ APl abuse
Email A
SSL/TLS -
Security Cloudflare managed ruleset ©
Overview Always active
p— Created and maintained by Cloudflare, this ruleset provides fast and effective protection

nalytics

B for all your applications. Cloudflare recommends that you enable the rules whose tags

‘Web assets

Security rules

Settings

Access

Speed ~
Caching -

Workers Routes
Rules =i
Error Pages | New

Network

Try out our new sidebar

correspond to your technology stack.

View ruleset

& Web application exploits @ DDoS attacks

Continuous script monitoring @

Automatically detects and monitors changes to JavaScript files on your website. Use
continous script monitoring to identify potentially malicious or unexpected modifications,
such as injected malware or skimming scripts

Configurations

Mats nraraceina. Hastnama

46 Click here - Default setting.
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@ Support & Profile

Q Search

Overview Filter by: Web application exploits ~ DDoS attacks ~ Bottraffic = APlabuse Client side abuse = Domain settings
Al Crawl Control Web assets and endpoints  Rule templates | Detection tools

Log Explorer -

Analytics & logs - View ruleset

DNS A & Web application exploits © DDosS attacks

Email A

SSL/TLS g

Security Continuous script monitoring @

Overview Automatically detects and monitors changes to JavaScript files on your website. Use
Analytics continous script monitoring to identify potentially malicious or unexpected modifications,
Web assets such as injected malware or skimming scripts

Security rules

Settings

Access

Speed ~
Caching -

Workers Routes
Rules =
Error Pages | New

Network

'y out our new sidebar

Configurations

Data processing: Hostname

[

= Client side abuse

Custom fallthrough rules

Take action against requests to endpoints that are not saved under the web assets
dashboard. Using fallthrough detections can protect you against legacy or zombie
endpoints that you may be unaware of.

Click here - Default setting.
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Filter by: Web application exploits ~ DDoS attacks ~ Bot traffic | APlabuse | Client side abuse | Domain settings

Web assets and endpoints  Rule templates | | Detection tools

Endpoint Labels ®@
Label endpoints to organize them by use case

Manage labels

€8 General @ APl abuse

Q Goto... ctisk

@ support & Profile

Q_ search

HTTP DDoS attack protection @
Ruleset managed by Cloudflare that automatically mitigates HTTP-based DDoS attacks.

a DDoS override.

View ruleset  Configure overrides

@ DDoS attacks

@

Always active

HTTP DDoS attack protection is always enabled. To customize the ruleset behavior, create

IP accessrules @

IP access rules perform security actions on incoming traffic based on the visitor's IP
address, country, or Autonomous System Number (ASN).

Click here - Default setting.

Free plan

Filter by: Web application exploits ~ DDoS attacks ~ Bottraffic = APlabuse Client side abuse = Domain settings

Web assets and endpoints  Rule templates | Detection tools

mTLSrules @

Mitigate requests without a valid known client SSL/TLS certificate.
You must have one or more client certificates to use mTLS rules.

Create mTLS custom rule

@ APl abuse @ DDoS attacks

Q Goto... crisk

@ Support & Profile

Q Search

Network-layer DDoS attack protection ©
Automatic mitigation of network-layer DDoS attacks such as ACK floods, SYN-ACK
amplification attacks, UDP attacks, ICMP attacks and DDoS attacks launched by botnets

such as Mirai.

@ DDoS attacks

Always active

Rate limit authentication requests @

Limit authentication requests that make use of leaked passwords using Cloudflare's
Leaked Credential Check template.

Create authentication request rate limit rule

& Web application exploits © DDosS attacks

Click here - Default setting.
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Filter by: = Web application exploits ~ DDoS attacks ~ Bottraffic | APlabuse | Client side abuse | Domain settings

Web assets and endpoints  Rule templates | | Detection tools

@ support & Profile

Q, search

Replace insecure JavaScript libraries @

Automatically replace insecure JavaScript libraries with safer and faster alternatives
provided under cdnjs and powered by Cloudflare. Currently supports the following
libraries: Polyfill.

Configurations

API

sl

& General

Last updated: 6 months ago

Schema validation ®

Protect your origin from invalid API requests and malicious payloads by validating requests
against a schema. Block or log requests that do not comply.

Schema validation logs

Confinuratinne Reauired

50 Click here - Default setting.
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@ Support & Profile

Filter by: Web application exploits =~ DDoS attacks ~ Bottraffic | APlabuse | Clientside abuse | Domain settings Q Search
Web assets and endpoints  Rule templates | | Detection tools
API sl
@ General

Last updated: 6 months age

Schema validation @

Protect your origin from invalid API reguests and malicious payloads by validating requests
against a schema. Block or log requests that do not comply.

Schema validation logs

Configurations ' Required

Endpoints: 0 (required) [ Active schemas: 0 (required)

Default action: No action

>

@ API abuse @ DDos attacks

Security level @

Click here - Default setting.
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B overview Filter by: Web application exploits ~ DDoS attacks ~ Bottraffic = APlabuse | Clientside abuse = Domain settings Q, Search
=T Al Crawl Control Web assets and endpoints  Rule templates | Detection tools
[& Log Explorer -
@  Analytics & logs -
Configurations  Required
DNS -
& Security.txt: undefined 2z
£ Email -
& General &8 Web application exploits
& ssuTLs - i s
D security
Overview
Apabics SSL/TLS DDoS attack protection =
Wab assets Always active
Security rules Automatic mitigation of SSL/TLS based DDoS attacks and encryption-based attacks such
Settings as DDoS attacks, SSL exhaustion floods, and SSL negotiation attacks.
% Access @ DDos attacks
4 Speed -
& Caching ~
<)  Workers Routes User agent blocking @
? Rules = Block specific browser or web application User-Agent request headers.
Create user agent blocking custom rule
&2 Error Pages | New
& Web application exploits @ DDoS attacks
©®  Network

« Try out our new sidebar

52 Click Access - Default setting.
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Q Goto... crisk

@ Support & Profile

[ farhanterubos.com <  / Active ¢ Star  Free plan
E] overview Filter by: Web application exploits = DDoS attacks ~ Bottraffic = APlabuse | Client side abuse | Domain settings Q Search
=] Al Crawl Control Web assets and endpoints  Rule templates | Detection tools
[ Log Explorer -
@ DDos attacks
(@  Analytics & logs -
s DNS ~
£ Email ¥
User agent blocking ®
& ssuTLS ~
Block specific browser or web application User-Agent request headers.
O security Create user agent blocking custom rule
Overview
Analytics & Web application exploits @ DDosS attacks
‘Web assets
Security rules
Settings
Zone lockdown @
Lockdown a domain / zone to only allow specific IP addresses to access certain URLs. Use
Speed - o -
4’ Re8) a custom list with the allowed IP addresses, or manually enter the allowed IPs into the
8 caching - custom rule.
Create Zone Lockdown custom rule
<) Workers Routes
z & Web application exploits
¥ Rules ~
& Error Pages | New
®  Network

Support | SystemStatus | Careers | TermsofUse | ReportSecuritylssues | Privacy Policy

«

53 Click Speed - Default setting.

Cookie Preferences

© 2025 Cloudflare, Inc.
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7z Star

Free plan

Q, Goto... ctrisk

@ support

Protect self-hosted, Saa$S and private applications with Zero Trust policies. Only users who match your policies will have access to your

configured applications.

[ Access documentati

Configuration for Access has moved to Cloudflare Zero Trust as of May 25, 2022. This

page has been dep
available in Zero Trust.

. All existing as well as new features, is

Access protects internal and SaaS applications behind Zero Trust policies. With Access,
you can control which users and groups can reach your resources without a VPN or
making code changes to your site.

Launch Zero Trust

Help»

Support | System Status | Careers | TermsofUse | Report Security Issues |

Privacy Policy

54 Click Real user monitoring - Default setting.
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Observatory | Beta

Synthetic monitoring  Beta
Settings

Smart Shield

Caching -

Workers Routes
Rules =
Error Pages | New

Network

'y out our new sidebar

Fr Star

Speed

Free plan

Observatory =
Monitor how your zone is performing over the past 24 hours, and view suggestions on how it can be improved.

[E Observatory Documentation

Core web vitals

Summary

All suggestions

Network performance

Increase your cache hit ratio with
Smart Shield
HTTP traffic

HTTP traffic | Show archived

Click Synthetic monitoring - Default setting.

Cookie Preferences

Q Goto... crisk

© 2025 Cloudflare, Inc.

@ Support

A Profile

2 Profile

Q_ Search
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Observatory | Beta

Real user monitoring

Settings

Smart Shield

Caching -

Workers Routes.
Rules i
Error Pages | New

Network

Try out our new sidebar

7z Star

Free plan

Speed

Real User Monitoring

Metrics of real visitors to your zone, showing the end user experience on your website

(B RUM Documentation

Q, Goto... ctisk

@ support & Profile

Core Web Vitals

Lcr NN
NP —
cLs I

Web Analytics for farhanterubos.com

@ Print report

Previous 24 hours ¥

Page load time

4,688ms 7 934%

Visits
17 7 125%

A A A L

anl

Page views
80 7 56.86%

Quick Actions

Core Web Vitals m o coe ven e
Largest Contentful Paint(LCP)

LCP measures the render time of the largest image or text block visible within the viewport.

Gaad

10% = 14% =

URL  Browser

Operating system Country Element

farhanterubos.com/wp-admin/admin.ph .
farhanterubos.com/
farhanterubos.com/signup/
farhanterubos.com/hiks/

farhanterubos.com/contact-us/ ]

Negds.lmproxement

Posr

76%

@Good @ Needs Improvement

@ Poor

[

Click Settings - Default setting.
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Observatory | Beia

Real user monitoring
Synthetic monitoring et
‘Smart Shield

Caching -

Workers Routes.
Rules =
Error Pages | New

Network

'y out our new sidebar

¢ Star

Free plan

Cloudfiare Observatory is now available! Share your thoughts with us.

Speed

Synthetic monitoring s

Run tests with synthetic data to identify opportunities to improve performance.

[B Observatory documentation

D You can run 50 more tests this month and schedule 4 more recurring tests. Upgrade for more.

Counts

Q Geto... crisk

@ Support

View Web Analytics

Browser tests Network performance tests Network comparison tests
URL Region Frequency
— | v ) I
Tested URLs

URL Region Repeats Last test Score

farhanterubos.com/ View result lowa, USA Weekly 4 days ago @ H
North

farhanterubos.com/ View result Virginia, Once a month ago @ H
UsSA

1-2of 2items

Click here: Enabled

Items per page: 10 v

2 Profile
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o] Q Goto... orirk @ support

¢ Star | | Free plan

Speed
Settings

Speed up your website or application.

Recommendations Image Optimization Content Optimization Protocol Optimization

Configure your site quickly with these easy to enable semngs.

Site Recommendations

IApply Cloudflare's standard recommended settings to optimize your site. @ All available settings are enabled

Upgrade your plan to access all the recommended features. Upgrade to Pro

Measurement

Measure your traffic in a privacy-first way, to optimize speed tools for your site. Requires deployment of a JavaScript beacon.
Web analytics using real user measurement (RUM) ®© Enabled

Speed Brain <@ Enabled

Image

Enables safe image optimizations.

Polish @ Upgrade required | Disabled

Protocol

Enabled

o] Q Goto... crisk @ Support

Jc Star | Free plan

Speed
Settings

Speed up your website or application.

Recommendations Image Optimization Content Optimization Protocol Optimization

Configure your site quickly with these easy to enable semngs.

Site Recommendations

Apply Cloudflare's standard recommended settings to optimize your site. @ All available settings are enabled

Upgrade your plan to access all the recommended features. Upgrade to Pro

Measurement

Measure your traffic in a privacy-first way, to optimize speed tools for your site. Requires deployment of a JavaScript beacon.

Web analytics using real user measurement (RUM) ®© Enabled
Speed Brain <@ Enabled
Image

Enables safe image optimizations.

Polish © Upgrade required | Disabled

Protocol

Click here: Enabled

A Profile

2 Profile
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Settings

Smart Shield
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Beta

Try out our new sidebar

Free plan

Image

Enables safe image optimizations.

Polish ®

Q Goto... ok @ support & Profile

Upgrade required  Disabled

Protocol

HTTP/2
HTTP/3 ®©

HTTP/2 to Origin <@

Enables safe protocol optimizations.

Enhanced HTTP/2 Prioritization @

Enabled

Enabled

Enabled

Upgrade required  Disabled

0-RTT Connection Resumption @ Enabled
Always use HTTPS @ Enabled
TLS13 ® Enabled
Tools
Enables safe product tools.
Early Hints ®© Enabled

Support | System Status |

60 Click here: Enabled
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Free plan

Image

Careers | TermsofUse | Report Security Issues |

Enables safe image optimizations.

Polish ®

Protocol

Enables safe protocol optimizations.

HTTP/2
HTTP/3 @

HTTP/2 to Origin ®©

Enhanced HTTP/2 Prioritization ‘@

Privacy Policy

Cookie Preferences @ 2025 Cloudflare, Inc.

Q Goto... crisk @ Support & Profile

Upgrade required  Disabled

Enabled

Enabled

Enabled

Upgrade required  Disabled

0-RTT Connection Resumption @ Enabled
Always use HTTPS @ Enabled
TLS13 ® Enabled
Tools
Enables safe product tools.
Early Hints @ Enabled

Support | System Status |

Click Image Optimization

Careers | TermsofUse | ReportSecurity Issues |

Privacy Policy

Cookie Preferences © 2025 Cloudflare, Inc.
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 Active

¢ Star

Free plan

Speed

Settings

Speed up your website or application.

Recommendations

Content Optimization

Protocol Optimization

Configure your site quickly with these easy to enable semngs.

Site Recommendations

Apply Cloudflare's standard recommended settings to optimize your site.

Q Goto... criek

@ support

@ All available settings are enabled

Upgrade your plan to access all the recommended features. Upgrade to Pro

Measurement

Measure your traffic in a privacy-first way, to optimize speed tools for your site.

Web analytics using real user measurement (RUM) ®©

Speed Brain <@

Image

Enables safe image optimizations.

Polish ®

Protocol

62 Click Content Optimization
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W Active

¢ Star

Free plan

Speed

Settings

Speed up your website or application.

Recommendations

Image Optimization

Image Transformations

Protocol Optimization

Transform images from anywhere on the web. Every transformed variant is cached at
the edge, so you store only the original image on your server.

Transformations are available as part of Cloudflare Images to let you optimize and
manipulate images that aren't stored in Images.

Requires deployment of a JavaScript beacon.

Enabled

Enabled

Upgrade required

Q Geto... critk

Purchase Images Plan

Disabled

@ Support

Click here: On

APl p Helpp
|
Polish
Improve image load time by optimizing images hosted on your domain. Optionally, the
WebP image codec can be used with supported clients for additional performance
Note: Purge cache to have your change take effect immediately.
See Polish benefits
Create a Configuration Rule to customize these settings by hostname.

Requires Pro or higher

APIp  Help)

A Profile

2 Profile
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65 Clickhere: On

Free plan

Speed
Settings

Speed up your website or application.

Recommendations Image Optimization Content Optimization

Protocol Optimization

Q, Goto... ctisk

@ support & Profile

Speed Brain eeta

Speed Brain speeds up page load times by leveraging the Speculation Rules API. This
instructs browsers to make speculative prefetch requests as a way to speed up next
page navigation loading time. @ Speed Brain documentation

NOTE: Speed Brain is currently in Beta testing. Even when enabled, it might not be
actively running at all times on your website.

Go to Real User Measurements to view the real user experience on your website
and the impact of Speed Brain.

APIp
Cloudflare Fonts ez
Optimize font loading. Cloudflare Fonts reduces external requests for third-party fonts,
resulting in improved privacy and performance for faster page loads.
Help » e

Q Goto... crisk

@ Support & Profile

Free plan
ISU UGES UIUWSTIS U 111GRG SPEUUIENYS PISIGIUH ISYUSats G5 G yvay (U SESU U HEAL
page navigation loading time. @ Speed Brain documentation
NOTE: Speed Brain is currently in Beta testing. Even when enabled, it might not be
actively running at all times on your website.
Go to Real User Measurements to view the real user experience on your website
and the impact of Speed Brain.
APIp
Cloudflare Fonts ee=
Optimize font loading. Cloudflare Fonts reduces external requests for third-party fonts,
resulting in improved privacy and performance for faster page loads.
Help »
Early Hints
Cloudflare's edge will cache and send 103 Early Hints responses with Link headers from
your HTML pages. Early Hints allows browsers to preload linked assets before they see a
200 OK or other final response from the origin.
APl p Help»
Smart Hints e
Sian up for the Smart Hints closed beta cohort. By using Smart Hints, Cloudflare will [ ]
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7z Star
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Q, Goto... ctisk

@ support & Profile

APIp

Cloudflare Fonts get

Optimize font loading. Cloudflare Fonts reduces external requests for third-party fonts,
resulting in improved privacy and performance for faster page loads.

Helpp

Early Hints

Cloudflare's edge will cache and send 103 Early Hints responses with Link headers from
your HTML pages. Early Hints allows browsers to preload linked assets before they see a
200 OK or other final response from the origin.

API»

Helpp

Smart Hints

Sign up for the Smart Hints closed beta cohort. By using Smart Hints, Cloudflare will
automatically select Early Hints and Fetch Priority for resources on your website to
improve the render time in browser

Rocket Loader™

Improve the paint time for pages which include JavaScript.

66 Click Protocol Optimization - Default setting.
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Click here: On

Fr Star

Free plan

Speed
Settings

Speed up your website or application.

Recommendations Image Optimization Content Optimization

Q Geto... crisk

@ Support & Profile

Speed Brain eeta

Speed Brain speeds up page load times by leveraging the Speculation Rules API. This
instructs browsers to make speculative prefetch reuests as a way to speed up next
page navigation loading time. @ Speed Brain documentation

NOTE: Speed Brain is currently in Beta testing. Even when enabled, it might not be
actively running at all times on your website.

Go to Real User Measurements to view the real user experience on your website
and the impact of Speed Brain.

APIp

Cloudflare Fonts  eets

Optimize font loading. Cloudflare Fonts reduces external requests for third-party fonts,
resulting in improved privacy and performance for faster page loads.

Help» e
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Speed
Settings

Speed up your website or application.

Recommendations Image Optimization Content Optimization

Protocol Optimization

Q, Goto... ctisk

@ support & Profile

HTTP/2
Accelerates your website with HTTP/2

Helpp

HTTP/2 to Origin

Enable HTTP/2 requests between Cloudflare's edge and your origin

Help»

HTTP/3 (with QUIC)

Accelerates HTTP requests by using QUIC, which provides encryption and performance
improvements compared to TCP and TLS.

Help»

Enhanced HTTP/2 Prioritization

Free plan

Speed
Settings

Speed up your website or application.

Recommendations Image Optimization Content Optimization

Protocol Optimization

Q Goto... crisk

@ Support & Profile

HTTP/2
Accelerates your website with HTTP/2

Help»

HTTP/2 to Origin

Enable HTTP/2 requests between Cloudflare's edge and your origin

Help»

HTTP/3 (with QUIC)

Accelerates HTTP requests by using QUIC, which provides encryption and performance
improvements compared to TCP and TLS.

Helpp

Enhanced HTTP/2 Prioritization

69 Clickhere:On
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¢ Star | Free plan

Speed

Settings

Speed up your website or application.

Recommendations Image Optimization Content Optimization Protocol Optimization

Q, Goto... ctisk

@ support & Profile

HTTP/2
Accelerates your website with HTTP/2

Helpp

HTTP/2 to Origin

Enable HTTP/2 requests between Cloudflare's edge and your origin

Help»

HTTP/3 (with QUIC)

Accelerates HTTP requests by using QUIC, which provides encryption and performance
improvements compared to TCP and TLS.

Help»

Enhanced HTTP/2 Prioritization

70 Click Caching
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W Active
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Speed > Smart Shield

Smart Shield

Protect your origin server, improve content availability and reduce network latency.

(B Smart Shield documentation

You have the free Smart Shield package. Explore packages.

Configurations

View and manage your Smart Shield settings.

Caching & Availability

Smart Tiered Cache

Dynamically identify the optimal data centers that are closest to your origin.

Regional Tiered Cache

Check a regional data center closer to the visitor before going to a data center that may be outside
their region.

Cache Reserve
Store cached files for longer in persistent buckets that we check before going to your origin.

Health Checks
Monitor your origin and get real-time notifications of problems.

Traffic Acceleration

Argo Smart Routing

71 Click Configuration

Q Goto... crisk

Upgrade required

Upgrade required

Upgrade required

Upgrade required

OFF

OFF

OFF

@ Support & Profile

Upgrade

Upgrade

Upgrade

Upgrade
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Overview

Cache Rules
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Caching

Overview

Review your website or application cache performance. Only includes data on end-user traffic to your Cloudflare-proxied hostnames 7. Subrequests from
Cloudflare Workers are not included.

[B Cache decumentation

Save money on reduced egress when you store assets in Cache Reserve

Cache Reserve is a large data store that acts as the ultimate top tier cache. Sitting between our edge

data center and your origin server, it stores data with guaranteed SLAs for how long your content
remains in cache.

suousFias
s

Cache Analytics

Q Goto... otk

Enable Cache Reserve

Cache Analytics is available on our paid plans - Pro, Business, and

ot Patarmance ® Enterprise.

+ Go beyond "cached" and "uncached" stats: see if resources are
missing cache, expired, or are never eligible for cache in the first

nx s 2
place.

@ support & Profile

+ Slice and dice your data as you see fit: filter by hostnames, or see a
list of top URLs that miss cache.

Click here: Standard
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Caching
Configuration

Customize cache settings.

(B Cache documentation

Purge Cache

Instantly purge cached files to force Cloudflare to fetch a fresh version of those files
from your web server. You can purge files selectively or all at once.

Note: Purging the cache may temporarily degrade performance for your website and
increase load on your origin.

your plan

Caching Level

Determine how much of your website’s static content you want Cloudflare to cache.
Increased caching can speed up page load time.

Browser Cache TTL

Determine the length of time Cloudflare instructs a visitor's browser to cache files.
During this period, the browser loads the files from its local cache, speeding up page
loads.

Click here: Respect Existing Headers

+ Read the Cache Analytics announcement blog.

Q Geto... critk @ Support

Purge Everything

APl » Helpp

O No query string

O Ignore query string
®  standard

APIp  Helph

P gmrim Apmdiomd el A + Query up to three days of data blazing fast (and even longer queries
coming soon).

2 Profile
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Click here: On

28 °

B3 farhanterubos.com < = Active ¢ Star
El overview
Ef Al Crawl Control
[& Log Explorer -
Analytics & logs -
DNS -
£ Email -
& ssUTLS -
U security -
£ Access
4 Speed -
& Caching
Overview
Configuration
Cache Rules
Tiered Cache
Cache Reserve
<) Workers Routes
? Rules A
> Error Pages | New
®  Network
«

75

Free plan

Note: Purging the cache may temporarily degrade performance for your website and
increase load on your origin.

Q, Goto... ctrisk

APl p Help»

Caching Level

Determine how much of your website's static content you want Cloudflare to cache.
Increased caching can speed up page load time.

O No query string
O Ignore query string

®  standard

API» Helpp

Browser Cache TTL

Determine the length of time Cloudflare instructs a visitor's browser to cache files.
During this period, the browser loads the files from its local cache, speeding up page
loads.

This setting was last changed a few seconds ago

Respect Existing Headers

@ support & Profile

API» Helpp

Free plan

CSAM Scanning Tool
The Child Sexual Abuse Material (CSAM) Scanning Tool allows website owners to

proactively identify and take action on potential CSAM located on their website.

With this service enabled, the tool will attempt to match hashes of your cached images
aaainst hashes of known CSAM. When a match is made. the tool will:

Q Goto... crisk

API)

Help»

CSAM Scanning Tool
The Child Sexual Abuse Material (CSAM) Scanning Tool allows website owners to
proactively identify and take action on potential CSAM located on their website.,

With this service enabled, the tool will attempt to match hashes of your cached images
against hashes of known CSAM. When a match is mace, the tool will:

« Block the URL where the content has been found
« Email you with the file path to enable you to permanently remove the image

Helpp

Crawler Hints ' Be

Crawler Hints provide high quality data to search engines and other crawlers when sites
using Cloudflare change their content. This allows crawlers to precisely time crawling,
avoid wasteful crawls, and generally reduce resource consumption on origins and other
Internet infrastructure.

By enabling this service, you agree to share website information required for feature
functionality and agree to the Supplemental Terms for Crawler Hints.

@ Support & Profile

Helpp

Always Online™

Click Cache Rules - Default setting.
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Rules

Error Pages | New

Network

o] Q Goto... crirk @ support & Profile

& (W Active  ; Star  Free plan
L
Archive in order to make this feature functional. By enabling this Service, you agree to
the Supplemental Terms for Always Online.

~ API» Helpp

- Development Mode

Temporarily bypass our cache allowing you to see changes to your origin server in
realtime.

Note: Enabling this feature can significantly increase origin server load. Development
- Mode does not purge the cache so files will need to be purged after development mode
expires.

This setting was last changed 8 months ago

APl p Help p
Enable Query String Sort
Cloudflare will treat files with the same query strings as the same file in cache,
-
regardless of the order of the query strings
Requires an Enterprise plan
- Helpp

Support | SystemStatus | Careers | TermsofUse | ReportSecurityIssues | Privacy Policy (ZE3 Cookie Preferences © 2025 Cloudflare, Inc. E

Click Tiered Cache - Default setting.
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Caching
Cache Rules
- Specify which resources should be cached and for how long.

[B Cache Rules documentation

You have used 0 out of 10 available Cache Rules.

- Create rule Search ‘

There aren't any rules
The results will appear here once when you create at least one rule.

Click Cache Reserve - Default setting.




2B

3 farhanterubos.com

g
&

b a »

0 -

<

o

@ %

78

Overview

Al Crawl Control
Log Explorer
Analytics & logs
DNS

Email

SSLITLS
Security

Access

Speed

Caching

Overview

Configuration

Cache Rules
Tiered Cache

Workers Routes.

Rules

Error Pages | New

Network

i Q, Goto... ctrisk
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Caching
Tiered Cache

. Reduce requests to customer origins by dramatically increasing cache hit ratios using Cloudflare's global network.

[B Tiered Cache document:

@ support & Profile

‘ Smart Tiered Cache is now offered as part of Cloudflare's origin server safeguard, Smart Shield. Learn more about Smart Shield

- Tiered Cache

quickly, reliably, and securely.

Tiered caching is a practice where Cloudflare's network of global data centers are divided into a hierarchy of upper-tiers and
lower-tiers. In order to control bandwidth and number of connections between an origin and Cloudflare, only upper-tiers are
permitted to request content from an origin and are responsible for distributing information to the lower-tiers.

By enabling Tiered Cache, Cloudflare will dynamically find the single best upper tier for an origin using Argo performance and

routing data.

origin load, and makes websites more cost-effective to operate.

Tiered Caching is a service that uses optimized routes across the Cloudflare network to deliver responses to your users more

This practice improves bandwidth efficiency by limiting the number of data centers that can ask the origin for content, reduces

Helpp

Tiered Cache Topology

Selecting your cache topology allows you to control how your origin connects to Cloudflare's data

Try out our new sidebar centers to help ensure higher cache hit ratios, fewer origin connections, and a reduction of Internet

Click Workers Routes - Default setting.
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Caching
Cache Reserve

Use Cloudflare's persistent storage to increase cache times.

i [ Cache Reserve documentation

@ Support & Profile

‘ Cache Reserve is now offered as part of Cloudflare's origin server safeguard, Smart Shield. Learn more about Smart Shield

Cache Reserve
Increase your cache hit ratio and avoid unnecessary trips to the origin

Automatically store all cacheable files in Cloudflare's object storage buckets for longer

periods and minimize egress costs. Activate Cache Reserve

Cache Reserve documentation and pricing examples

- Designed for use with Tiered Cache, Cache Reserve helps minimize unnecessary trips to
the origin and reduce latency to deliver a better user experience.

out our new sidebar

Click Rules - Default setting.
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Workers Routes
Map URL patterns to Workers, enabling Workers to be executed based on the route of an incoming request.

[ Workers Routes documentation

Q Goto... ctisk

@ support & Profile

Manage Workers

HTTP Routes

Modify a site's HTTP requests and responses, make parallel requests, or generate
responses from the edge. Invoke your Workers over HTTP by routing requests triggered
on URL patterns. Uses FetchEvent. [@ Using routes

Search Routes Worker
o ] l Semch ] [ Show all
Route Worker

You do not have any routes configured. Add a route to get started.

Workers KV

Store application data in the Cloudflare network and access your key-value pairs from
Workers. You can read and write key-value pairs in your namespaces via the APl and
bind them as resources inside Workers. See documentation

Manage KV namespaces

Free plan

HTTP/2 to Origin

Enable HTTP/2 requests between Cloudflare's edge and your origin

Q Goto... crisk

@ Support & Profile

Help»

HTTP/3 (with QUIC)

Accelerates HTTP requests by using QUIC, which provides encryption and performance
improvements compared to TCP and TLS.

Helpp

Enhanced HTTP/2 Prioritization

Optimizes the order of resource delivery, independent of the browser. Greatest
improvements will be experienced by visitors using Safari and Edge browsers.

Requires Pro or higher

Upgrade to Pro

Help»

O-RTT Connection Resumption

Improves performance for clients who have previously connected to your website.

Help»

81 Click here: Custom
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Al Crawl Control

Rules
Log Explorer - Overview reedack
Analytics & logs - Modify HTTP requests and responses, perform URL redirects, configure Cloudflare settings and trigger actions for matching requests. Rules are evaluated and

executed in order, from first to last. If multiple rules make the same modification, the last executed rule wins.

DNS v
(8 Rules documentation ) (5 Traffic sequence )
Email &7
E i - - Create rule
SSUTLS = [ Redirect Rules ] [ Q_Search by id or rule name Status Clear all
Security b RedirectRules © lactive Create rule Go to Bulk Redirects
Actess Order  Name Match against Action
Speed 1 Redirect from WWW to Root Hostname equals www.farhanterubos.com 301 redirect to concat(... Active :
[farhanterubos.com]
Caching -

Show all rule types

Workers Routes

Rules

Overview

Snippets

Cloud Connector sea
Trace | Bea

Page Rules

Settings

Error Pages | New
Network

Teaffin -

Try out our new sidebar

Click Snippets - Default setting.

@ Support & Profile

[ farhanterubos.com <  / Active ¢ Star  Free plan

B

b @ »

<« ¢ D -

@

«

83

Al Crawl Control

Rules
Log Explorer - Overview redack o
Analytics & logs - Modify HTTP requests and responses, perform URL redirects, configure Cloudflare settings and trigger actions for matching requests. Rules are evaluated and

executed in order, from first to last. If multiple rules make the same modification, the last executed rule wins.

DNS v
([ Rules documentation ) (_ 5 Traffic sequence )
Email b7
E i - - Create rule
SSUTLS = [ Redirect Rules ] [ @ Search by id or rule name Status Clear all
Security o Redirect Rules © 1active Create rule Go to Bulk Redirects
Access Order  Name Match against Action
Speed - 1 Redirect from WWW to Root Hostname equals www.farhanterubos.com 301 redirect to concat(... Active H
[farhanterubos.com]
Caching -

Show all rule types
Workers Routes.
Rules

Overview

Cloud Connector saa
Trace | Bea

Page Rules

Settings
Error Pages | New
Network

Traffin -

'y out our new sidebar

Click Cloud Connector - Default setting.
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Unlock custom logic at the edge

Take control of your edge configuration with Cloudflare Snippets 3
— short, powerful pieces of JavaScript that dynamically tailor your
website or application. Available at no extra cost on Pro, Business,

and Enterprise plans.

plan

= Advanced customisation made simple

origins, and more.

Precision through code and rules

@ support & Profile

Modify headers, validate JWTs, perform complex rewrites and redirects, retry to different

Seamlessly combine JavaScript with rules to target specific requests. Execute multiple

Snippets sequentially, with each building on the modifications of the last.

Included with paid plans

Snippets are available at no extra cost on Pro, Business, and Enterprise plans.

Explore Snippets in action with real-world examples in the Snippets documentation. C

84 Click Smart Shield - Default setting.
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Speed

Settings

Speed up your website or application.

Content Optimization

Recommendations Image Optimization

Protocol Optimization

Q Goto... crisk

@ Support & Profile

HTTP/2
Accelerates your website with HTTP/2

Helpp

HTTP/2 to Origin

Enable HTTP/2 requests between Cloudflare's edge and your origin

Help»

HTTP/3 (with QUIC)

Accelerates HTTP requests by using QUIC, which provides encryption and performance
improvements compared to TCP and TLS.

Helpp

Enhanced HTTP/2 Prioritization

85 ClickTrace - Default setting.
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Bela

Bata

o] Q Goto... orirk @ support & Profile
/ Active| 7 Star = | Free plan
Rules
- Cloud Connector ==
- Redirect traffic from your website or application to a defined storage bucket on Cloudflare R2 or supported third parties like AWS, Google

Cloud, and Azure.

e [ Cloud Connector documentation

Select your provider to get started

: o
Cloudflare R2

Enable for free

=

Google Cloud Storage

" Zero egress fees aWS
v S3-compatible AP >
" 10GB free storage / month
~ Integration with Workers Amazon S3

+ more

/AAzure

Microsoft Azure

Try out our new sidebar

Click Page Rules

fod Q Goto... crisk
 Active | /¢ Star | Free plan
Network Security
- Trace =
- Simulate an HTTP request to understand the impact of your Cloudflare configurations.

[ Trace documentation

@ Support & Profile

How to use Cloudflare Trace

Follow an HTTP/S request through Cloudflare's reverse proxy to your origin. Results will show matches for all active rules and

Trace will still return all the configurations that Cloudflare would have applied to the request.

t !

Tune your configuration

&

Build a trace

&

Assess results

Select a hostname that belongs to your
Cloudflare account and tune its
configurations.

Enter a URL and select options to simulate the
conditions of a real HTTP/S request.
intended, and re-tune as needed.

URL (required) Request JSON

Enter a URL that belongs 1o your account you wish to run a trace against.

configurations, both at the account level or for a specific domain or subdomain. If the hostname is not proxied by Cloudflare 7

Review the matches to assess if your
configurations are evaluated and executed as

As you build your trace the details of your request will appear below

[ e.g. https;//farhanterubos.com

curl \

——url

HTTP Method (required)

@ Click to copy

“"https://api.cloudflaze.com/client/v4/accounts/

Select the HTTP method (for example, GET, POST, PUT) for the request you want

0£780cafl60dd3£9b54d4ae5268addad/ request—

to trace
cer/tracer” \
GET X - ~header 'Content-Type: application/json' \
- —-header "Authorization: Bearer
CF_AUTH_TOREN" \
[ RSN — i —data '{

Click here: Custom.
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@ support & Profile

Rules

Page Rules
Trigger certain actions whenever a request matches a defined URL pattern.

(A Page Rules documen! )

Page Rules

Page Rules let you control which Cloudflare settings trigger on a given URL. Only one
Page Rule will trigger per URL, so it is helpful if you sort Page Rules in priority order, and
make your URL patterns as specific as possible.

You have used 1 out of 3 available Page Rules.

Create Page Rule

Position URL/Description Action
m http:/f*farhanterubos.com/*
k4 A Always Use HTTPS & 2
APl ) Help p

Free plan

Rules

Page Rules
Trigger certain actions whenever a request matches a defined URL pattern.

[H Page Rules documen!

Q Goto... crisk

@ Support & Profile

Page Rules

Page Rules let you control which Cloudflare settings trigger on a given URL. Only one
Page Rule will trigger per URL, so it is helpful if you sort Page Rules in priority order, and
make your URL patterns as specific as possible.

You have used 1out of 3 available Page Rules.

Create Page Rule

Position URL/Description Action
. http:/f*farhanterubos.com/*
kg i Always Use HTTPS £ 1%
API}  Helph

89 Click Bulk Redirects - Default setting.
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Q Goto... ctisk

Managed Transforms Bulk Redirects URL Normalization

Managed Transforms

Perform common adjustments to HTTP request and response headers with the click of a button.

(B Managed Transforms documentation )

HTTP request headers

Group

Description

@ support & Profile

Enabled

Add TLS client auth headers

Adds HTTP request headers with Mutual TLS (mTLS) elient authentication values 7.

Add visitor location headers

Adds HTTP request headers with location information for the visitor's IP address, including city,
country, continent, longitude, and latitude.

Remove visitor IP headers.

Removes HTTP request headers that may contain the visitor's IP address. Unavailable when "Add True-
Client-IP header” is enabled.

Add "True-Client-IP" header

Adds a "True-Client-IP" request h
IP headers" is enabled

er with the visitor's IP address. Unavailable when "Remove visitor

Add leaked credentials checks header

Adds a header 'Exposed-Credential-Check' that provides values on fields which have been found to be
leaked. Learn more about Leaked Credential Checks [7.

HTTP response headers

Group

Description

Enabled

Remove "X-Powered-By" headers

Removes the "X-Powered-By" HTTP response header that provides information about the application
at the origin server that handled the request.

Add security headers

Adds several security-related HTTP response headers providing cross-site seripting (XSS) protection

Support | System Status | Careers | TermsofUse | ReportSecuritylssues | Privacy Policy (ZB3 Cookie Preferences @ 2025 Cloudflare, Inc.

90 Click URL Normalization - Default setting.
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Rules

Settings

Q Goto... crisk

Managed Transforms Bulk Redirects URL Normalization

Bulk Redirects

‘You have used 0 of 5 redirect lists and 0 of 10,000 items. These lists are shared between all domains in your account.

(B Bulk Redirects documentation

Bulk Redirect Lists

You have used 0 of 5 Bulk Redirect Lists and 0 of 10,000 list items.

Create Bulk Redirect List

@ Support & Profile

There aren't any lists
The results will appear here once you create at least one list.

Click here - Default setting.
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Managed Transforms Bulk Redirects URL Normalization

URL Normalization
Normalize incoming URLs before any rules are evaluated.

( [B URL Normalization documentation )

Q Goto... ctisk

@ support & Profile

Normalization type

Select normalization type:

« RFC-3986: Adhere strictly to RFC-3986 and normalize the URI Path based upon the
standards outlined within.

slashes and merge successive forward slashes.

Further information on these options can be found within the

« Cloudflare: Apply additional nermalization techniques; normalize back slashes into forward

Cloudflare

Normalize incoming URLs

and Access.

Normalize incoming URL-encoded URLs as they reach Cloudflare’s edge. Cloudflare then uses the
normalized URLs for products with URL input, including Page Rules, WAF custom rules, Workers,

Normalize URLSs to origin

In addition to URL nermalization at Cloudflare's edge, normalize URLs for traffic to the origin.

92 Clickhere: On
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Managed Transforms Bulk Redirects URL Normalization

URL Normalization
Normalize incoming URLs before any rules are evaluated.

( [B URL Normalization documentation )

Q Goto... crisk

@ Support & Profile

Normalization type

Select normalization type:

« RFC-3986: Adhere strictly to RFC-3986 and normalize the URI Path based upon the
standards outlined within.

slashes and merge successive forward slashes.

Further information on these options can be found within the

« Cloudflare: Apply additional normalization techniques; normalize back slashes into forward

Cloudflare

Normalize incoming URLs

and Access.

Normalize incoming URL-encoded URLs as they reach Cloudflare’s edge. Cloudflare then uses the
normalized URLs for products with URL input, including Page Rules, WAF custom rules, Workers,

Normalize URLSs to origin

In addition to URL normalization at Cloudflare's edge, normalize URLs for traffic to the origin.

Click Error Pages - Default setting.
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Normalize incoming URLs before any rules are evaluated.

(B URL Normalization documentation )

[ Log Explorer -

(@  Analytics & logs -
s DNS ~
£ Email -

& ssu/TLs -

g

Security -

&

Access
Speed -
Caching -

Workers Routes

<« & D -

Rules

Overview

Snippets

Normalization type

Select normalization type:

« RFC-3986: Adhere strictly to RFC-3986 and normalize the URI Path based upon the

@ support

standards outlined within. Cloudfiare

« Cloudflare: Apply additional normalization techniques; normalize back slashes into forward
slashes and merge successive forward slashes.

Further information on these options can be found within the

Normalize incoming URLs

Normalize incoming URL-encoded URLs as they reach Cloudflare's edge. Cloudflare then uses the
normalized URLSs for products with URL input, including Page Rules, WAF custom rules, Workers,
and Access.

Cloud Connector sea

Trace | Bea

Page Rules

Settings

Normalize URLSs to origin

In addition to URL normalization at Cloudflare's edge, normalize URLs for traffic to the origin.
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94 Click Network - Default setting.

B3 farhanterubos.com <  Active ¢ Star

ET Al Crawl Control

[& LogExplorer -
(@ Analytics & logs -
s DNS -
£ Email ~
& ssuTLs -
@ security v
£ Access

4 Speed =
£ Caching -
<)  Workers Routes

? Rules -
&% ErrorPages Hew

9

o Traffic v
El  Scrape Shield

®  web3

& out our new sidebar

Q Geto... critk

Free plan

Take full control of error responses with Custom Errors 7 — serve
branded, helpful pages for origin issues, Cloudflare errors, and
security challenges.

Turn downtime into brand time

visitors engaged, informed and confident.

Smart, rule-based logic

Inline or asset-based

@ Support

A Profile

2 Profile

Replace generic error pages with custom content that reflects your brand — and keeps

Serve different HTML, JSON, XML or plain text based on status codes, error sources, or
custom conditions like visitor's country — powered by the Ruleset Engine.

Write inline responses in the Ul or fetch fully designed pages with images, CSS, and JS —

and reuse them across rules.

Included with paid plans

Custom Errors are available at no extra cost on Pro, Business, and Enterprise plans.

Explore Custom Errors in the documentation. &

Support | System Status | Careers

95 Clickhere: On

Terms of Use | Report Security Issues | Privacy Policy Cookie Preferences © 2025 Cloudflare, Inc.
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Network
Manage network settings for your website.

B Network settings documentation

Q, Goto... ctisk

@ support & Profile

|Pvé Compatibility
Enable IPv6 support and gateway.

This setting was last changed 2 years ago

API»

Helpp

gRPC

Allow gRPC connections to your origin server.

Helph

WebSockets

Allow WebSockets connections to your origin server.
Concurrent connection guidelines for your plan: low.

API»

Helph

Pseudo IPv4

Adds an IPv4 header to requests when a client is using IPvé, but the server only
supports IPv4.

96 Clickhere:On
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Network
Manage network settings for your website.

B Network settings documentation

Q Geto... crisk

@ Support & Profile

|Pvé Compatibility
Enable IPv6 support and gateway.

This setting was last changed 2 years ago

API»

Helph

gRPC

Allow gRPC connections to your origin server.

Helph

WebSockets

Allow WebSockets connections to your origin server.
Concurrent connection guidelines for your plan: low.

API»

Help b

Pseudo IPv4

Adds an IPv4 header to requests when a client is using IPv6, but the server only
supports [Pv4,

97 Clickhere: On
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[& LogExplorer - gRPC
@ Analytics & logs - Allow gRPC connections to your origin server.
s DNS ~
Help »
£ Email &
& ssuTLs -
WebSockets
T security . Allow WebSockets connections to your origin server.
Concurrent connection guidelines for your plan: low.
£ Access
4 Speed v APlp  Helpp
& caching ~
<) Workers Routes. Pseudo IPv4
? Rules - Adds an IPv4 header to requests when a client is using IPvé, but the server only
supports IPv4.
£ Error Pages (New
®  Network APIM  Helph
o Traffic -
Bl scrape Shield IP Geolocation
@ web3 Include the country code of the visitor location with all requests to your website.
Note: You must retrieve the IP Geolocation information from the CF-IPCountry HTTP
header. e
«
API» Help»

98 Clickhere: On
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BT Al Crawl Control . . 3

Note: You must retrieve the IP Geolocation information from the CF-IPCountry HTTP
[& Log Explorer @ header.
(@  Analytics & logs -

APl p Helpp

sk DNS -
£ Email A . »

Maximum Upload Size
& ssums o The amount of data visitors can upload to your website in a single request.
U security -
<) Access Help»
4 Speed -
& Caching i True-Client-IP Header
() Workers Routes Cloudflare will send the end user's IP address in the True-Client-IP header
¥ Rules . Requires an Enterprise plan

Error P;
£ Erorpages (@ APl Helpp
©  Network
Traffi - i

& Trafic Network Error Logging
[El  Scrape Shield Browser reports that show end user connectivity to your sites.
®  Web3

APl p Help»

« Onion Routing @

99 Clickhere: On
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Free plan

The amount of data visitors can upload to your website in a single request.

Q, Goto... ctrisk

100 MB -

@ support & Profile

Help»

True-Client-1P Header

Cloudflare will send the end user's IP address in the True-Client-IP header

Requires an Enterprise plan

Upgrade to Enterprise

API»

Helpp

Network Error Logging

Browser reports that show end user connectivity to your sites.

API»

Helpp

Onion Routing

Onion Routing allows routing traffic from legitimate users on the Tor network through
Clouclflare's onion services rather than exit nodes, thereby improving privacy of the
users and enabling more fine-grained protection.

API»

Help»

Support | SystemStatus | Careers | Termsof Use | ReportSecurityissues | Privacy Policy Cookie Preferences @ 2025 Cloudflare, Inc. E

Click Traffic - Default setting.
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Free plan

The amount of data visitors can upload to your website in a single request.

Q Goto... crisk

100 MB i d

@ Support & Profile

Helpp

True-Client-1P Header

Cloudflare will send the end user's IP address in the True-Client-IP header

Requires an Enterprise plan

Upgrade to Enterprise

API»

Helpp

Network Error Logging

Browser reports that show end user connectivity to your sites.

API»

Helpp

Onion Routing

Onion Routing allows routing traffic from legitimate users on the Tor network through
Cloudflare's onion services rather than exit nodes, thereby improving privacy of the
users and enabling more fine-grained protection.

API»

Helpp

Support | System Status | Careers | TermsofUse | ReportSecuritylssues | Privacy Policy Cookie Preferences  © 2025 Cloudflare, Inc. H

Click Load Balancing - Default setting.
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Traffic
Argo Smart Routing

Detects real-time network issues and routes traffic across the most efficient network path.

(B Argo Smart Routing documentation )

Q, Goto... ctrisk

@ support & Profile

‘ Argo Smart Routing is now offered as part of Cloudflare's origin server safeguard, Smart Shield. Learn more about Smart Shield

Argo Smart Routing

Speed up your global traffic with a single click
« Decrease load times: 30% average decrease in latency
« Increase reliability: 27% average reduction in connection errors
« Reduce bandwidth costs

Usage-based pricing
« $5/mo for the first gigabyte (GB) of traffic
« $0.10 per additional GB of traffic
« Usage is billed based on upload traffic (bytes) and download traffic (bytes)
« How billing works for add-on services like Argo

Pricing

02 Click Load Balancing Analytics

Jc Star | Free plan

Load Balancing

Distribute traffic across servers to reduce server strain and latency and improve end user experience.

[# Load Balancing documentation

Q Goto... crisk

@ Support & Profile

Manage load balancers for all domains in one place

Load balancing will move to the account-level dashboard later this year. This change will help you manage load

@

handle the move for you.

Try new dashboard

balancers across all domains in ane place. No action is needed to prepare, Cloudflare will notify you in advance and

<% o

Deliver an uninterrupted online Avoid costly downtime

experience

How to set up
aload balancer

traffic distribution

Click Health Checks - Default setting.

[@m]

control

* Avoid server overload by leveraging weighted

Get greater agiiity, visibility, andi

* Reduce latency by routing visitors to the nearest
or most available pool (Dynamic Steering)

* Deliver personalized experience by delivering
localized content (Geo Steering)
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Free plan

Traffic
Load Balancing Analytics

Evaluate traffic flow and assess the health status of endpoints in your pools.

(" [E Load Balancing analytics documentation )

@ support & Profile

Load Balancing Analytics

Understand where your Load Balancing traffic is going, why, and minimize your time to resolution.

Upgrade Plan

Requires Pro or higher

Load Balancing Logs

Nov

025 — Nov 12,2025

Filter by:

Pool Health Pool Endpoint Health Endpoint

[Se\eclpoo\ health v] [Seleu;mal(S) v] [Se\eclendpomthea\m -] [Selectaﬁeued endpoint

Date (UTC) Triggering Endpoint Event Pool Status

We couldn't find any events matching the selected filters

Click Waiting Room - Default setting.
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Q Goto... crisk

Free plan

Traffic
Health Checks

Get real-time notifications of problems with an IP address or hostname for endpoints or applications.

[B Health Checks documenta

@ Support & Profile

‘ Health Checks are now offered as part of Cloudflare's origin server safeguard, Smart Shield. Learn more about Smart Shield

Health Checks
Monitor the health of your endpoint by creating a Health Check.

Upgrade to P

Your plan includes 0 health checks. For more configuration options, upgrade your plan.

API»

Helpp

Manage Health Checks
Modify or delete configured Health Checks.

Status Name Enabled

There are no Health Checks. Configure a Health Check to get started.

Click Scrape Shield - Default setting.
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B farhanterubos.com & | Active ¢ Star  Freeplan
s DNS v

Traffic
£ Email o

Waiting Room

ensuring that users get a seamless online

« experience even while waiting.

SSL/TLS v
- 2 Queue site visitors when your website experiences unmanageable surges in legitimate traffic to avoid downtime.
T securty -
% Access
47 Speed -
8 cacning v Waiting Room
< Workers Routes Stay online, provide an excellent customer experience, and protect your application during traffic
¥ Rues - surges.
&2 Error Pages | new
@ e Learnmore
o Traffic

Argo Smart Routing

Load Balancing

o ® B g

Load Balancing Analytics

Health Checks

Waiting Room Deliver a consistent brand Reduce your infrastructure Reduce cart abandonment rate

experience. costs
;
& web3
¢ Waiting room acts as an extension of your brand, e

Ju—

06 Click here - Default setting.
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Scrape Shield
Protect content on your website.

Log Explorer -
& e (8 Scrape Shield documentation

ET Al Crawl Control

(@  Analytics & logs -
& DNS v Email Address Obfuscation
2 Email | Display obfuscated email addresses on your website to prevent harvesting by bots and
spammers, without visible changes to the address for human visitors.
& ssuTLs -
Create a Configuration Rule to customize these settings by hostname.
[ security -
£ Access
4 Speed APlp  Helpp
& Caching ~
Hotlink Protection
<) Workers Routes
Protect your images from off-site linking.
? Rules ol

Create a Configuration Rule to customize these settings by hostname.
Error Pages | New

This setting was last changed 6 months ago
Network

Traffic b APl » Helpp

m 4 @ %

Scrape Shield

®

Web3

« 9

107 Click Web3 - Default setting.
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Scrape Shield

ET Al Crawl Control

Protect content on your website.
Log Expl -

(@  Analytics & logs -
& DNS v Email Address Obfuscation
2 Email - Display obfuscated email addresses on your website to prevent harvesting by bots and

spammers, without visible changes to the address for human visitors.
& ssuTLs -

Create a Configuration Rule to customize these settings by hostname.

D security -
%) Access
4, Speed APIp Helpp
& Caching -

Hotlink Protection
<) Workers Routes.

Protect your images from off-site linking.
? Rules ol

Create a Configuration Rule to customize these settings by hostname.
& Error Pages (New
@ Network This setting was last changed 6 months ago
Traffis »,

o} Traffic APl p Help»
[E] Scrape Shield
-]

& Try out our new sidebar e




