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My Cloudflare Settings Guide

Learn how to first setup your Cloudflare account, select a website, and then navigate

through various settings, analytics, security features, and performance options.

Follow this guide to manage your site effectively.

https://www.cloudflare.com 107 steps

1 Visit https://www.cloudflare.com/

2 Click Log in
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3 Click your domain. Example: farhanterubos.com

4 Click Overview - Default setting.

5 Click AI Crawl Control - Default setting.



6 Click Robots.txt: Self Managed. Yes, I chose this one.

7 Click Log Explorer - Default setting.



8 Click Analytics & logs - Default setting.

9 Click Web analytics - Default setting.



10 Click Security - Default setting.

11 Click Performance - Default setting.



12 Click Workers - Default setting.

13 Click DNS. There are common basic DNS records I shared here.



14 Click A record. This record's content = your web hosting IP address.

15 Click MX. This is useful to send email using our domain email e.g. support@far

hanterubos.com



16 Click TXT. DMARC is an email authentication protocol to improve email deliver

y success rate.

17 Click TXT. SPF is an email authentication protocol to improve email delivery su

ccess rate.



18 Click TXT. DKIM is an email authentication protocol to improve email delivery s

uccess rate.

19 Click Analytics - Default setting.



20 Click Settings - Default setting.

21 Click Email - Default setting.



22 Click DMARC Management - Default setting.

23 Click Email Security - Default setting.



24 Click SSL/TLS

25 Click here: Full



26 Click Edge Certificates

27 Click here: On



28 Click here: On

29 Click here: TLS 1.2



30 Click here: On

31 Click here: On



32 Click here: On

33 Click Client Certificates - Default setting.



34 Click Origin Server - Default setting.

35 Click Custom Hostnames - Default setting.



36 Click Security - Default setting.

37 Click Analytics - Default setting.



38 Click Web assets - Default setting.

39 Click Security rules - Default setting.



40 Click DDoS protection - Default setting.

41 Click here - Default setting.



42 Click Settings - Default setting.

43 Click here - Default setting.



44 Click here - Default setting.

45 Click here - Default setting.



46 Click here - Default setting.

47 Click here - Default setting.



48 Click here - Default setting.

49 Click here - Default setting.



50 Click here - Default setting.

51 Click here - Default setting.



52 Click Access - Default setting.

53 Click Speed - Default setting.



54 Click Real user monitoring - Default setting.

55 Click Synthetic monitoring - Default setting.



56 Click Settings - Default setting.

57 Click here: Enabled



58 Click here: Enabled

59 Click here: Enabled



60 Click here: Enabled

61 Click Image Optimization



62 Click Content Optimization

63 Click here: On



64 Click here: On

65 Click here: On



66 Click Protocol Optimization - Default setting.

67 Click here: On



68 Click here: On

69 Click here: On



70 Click Caching

71 Click Configuration



72 Click here: Standard

73 Click here: Respect Existing Headers



74 Click here: On

75 Click Cache Rules - Default setting.



76 Click Tiered Cache - Default setting.

77 Click Cache Reserve - Default setting.



78 Click Workers Routes - Default setting.

79 Click Rules - Default setting.



80 Click here: On

81 Click here: Custom



82 Click Snippets - Default setting.

83 Click Cloud Connector - Default setting.



84 Click Smart Shield - Default setting.

85 Click Trace - Default setting.



86 Click Page Rules

87 Click here: Custom.



88 Click Settings

89 Click Bulk Redirects - Default setting.



90 Click URL Normalization - Default setting.

91 Click here - Default setting.



92 Click here: On

93 Click Error Pages - Default setting.



94 Click Network - Default setting.

95 Click here: On



96 Click here: On

97 Click here: On



98 Click here: On

99 Click here: On
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Click Traffic - Default setting.

101 Click Load Balancing - Default setting.



102 Click Load Balancing Analytics
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Click Health Checks - Default setting.
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Click Waiting Room - Default setting.
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Click Scrape Shield - Default setting.



106 Click here - Default setting.

107 Click Web3 - Default setting.




